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Introduction
Middlefield Community Primary School is committed to protecting the privacy and security of pupils' and parents' personal information.
This privacy notice explains how we collect, use, store and share personal information about pupils and their families in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Data Controller
Middlefield Community Primary School is the data controller for the personal information we process.
School address:
Middlefield Community Primary School
Alderwood Avenue
Speke
Liverpool
L24 2UE
Telephone: 0151 486 4106
Data Protection Officer (DPO)
The school's Data Protection Officer can be contacted via the school office.
The Personal Information We Collect
We may collect and process the following information about pupils:
Personal details
· Name
· Date of birth
· Gender
· Home address
· Unique pupil number (UPN)
· Photographs and images
Parent and family information
· Parent and carer names
· Addresses
· Telephone numbers
· Email addresses
· Emergency contact details
Educational information
· Attendance records
· Assessment and test results
· School reports
· Behaviour information
· Exclusions and suspensions
· Special educational needs information
Health and safeguarding information
· Medical conditions
· Allergies and dietary requirements
· Medication information
· Educational Health and Care Plans (EHCPs)
· Safeguarding and welfare information where necessary
Characteristics information
· Ethnicity
· Language information
· Eligibility for Free School Meals
· Nationality and country of birth where required by law
Why We Use This Information
We use pupil information to:
· Support teaching and learning
· Monitor and report on progress
· Provide pastoral care and safeguarding support
· Assess the quality of our services
· Meet statutory obligations placed upon schools
· Administer admissions and attendance procedures
· Arrange educational visits and activities
· Provide special educational provision where required
· Promote pupil welfare and safety
· Communicate effectively with parents and carers
Our Lawful Bases for Processing
We process personal data under one or more of the following lawful bases:
Article 6 UK GDPR
· Compliance with a legal obligation
· Performance of a task carried out in the public interest
· Consent (where required)
Article 9 UK GDPR (special category data)
Where we process health, ethnicity or SEND information, we do so because:
· It is necessary for reasons of substantial public interest.
· It is necessary for safeguarding children and individuals at risk.
· It is necessary for the provision of education and support services.
Who We Share Information With
We may share information with:
· Liverpool City Council
· The Department for Education (DfE)
· NHS services and health professionals
· Educational psychologists
· Social care services
· School nursing services
· Special educational needs services
· Examination and assessment providers
· Schools that pupils transfer to
· Professional advisers where required
· Approved providers of school management and educational software
Information is only shared where there is a lawful basis for doing so.

Department for Education (DfE)
The Department for Education collects personal information from schools through statutory data collections including:
· School Census
· Early Years Census
· National Curriculum Assessments
The DfE uses this information to:
· Carry out research
· Develop education policy
· Monitor school performance
· Allocate funding
· Produce statistics
Further information can be found on the DfE website.
How Long We Keep Information
The school retains records in accordance with:
· The Information and Records Management Society (IRMS) Toolkit for Schools
· Statutory guidance issued by the Department for Education
· Local authority retention schedules where applicable
Different categories of information are retained for different periods depending on legal and operational requirements.
Photographs and Videos
The school may use photographs and videos of pupils for educational, promotional or celebratory purposes.
Where consent is required, parents will be asked to provide or withdraw permission separately.
Your Rights
Under data protection law, parents and pupils have rights including:
· The right to be informed
· The right of access
· The right to rectification
· The right to erasure (in limited circumstances)
· The right to restrict processing
· The right to object
· The right to data portability (where applicable)
Requests relating to personal data should be made to the school.
Subject Access Requests
You have the right to request a copy of personal information held by the school.
Requests should be submitted in writing to the school office.
Complaints
If you have concerns about how we use personal information, please contact the school in the first instance.
You also have the right to complain to the Information Commissioner's Office (ICO):
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Website: www.ico.org.uk
Telephone: 0303 123 1113
Changes to this Notice
We may update this privacy notice from time to time to reflect changes in legislation, guidance or school practice. The most recent version will always be available from the school website.
















Schedules:
Schedule 1
Microsoft 365, Cloud Services and Educational Technology
Middlefield Community Primary School uses cloud-based systems and educational technology to support teaching, learning, safeguarding, communication and administration.
These systems may include:
· Microsoft 365
· Microsoft Teams
· Outlook
· OneDrive
· SharePoint
· Arbor 
· Online learning platforms
· Educational assessment software
· Website and communication platforms
Information Processed
The information processed through these systems may include:
· Pupil names
· School email addresses
· Class and year group information
· Attendance information
· Assessment and learning records
· Behaviour information
· Photographs where appropriate
Purpose of Processing
We use these systems to:
· Deliver education and remote learning
· Facilitate collaboration and communication
· Store and manage educational records
· Support safeguarding and welfare arrangements
· Meet statutory and operational requirements
Security Measures
We only use providers that have appropriate technical and organisational security measures in place.
Access is restricted to authorised users and systems are protected through secure authentication and access controls.
Schedule 2
Photography, Video Recording, School Website and Social Media
The school may use photographs, video recordings and digital images for educational and promotional purposes.
Educational Purposes
Photographs and videos may be used:
· Within lessons
· On classroom displays
· In pupil work and portfolios
· On internal school systems
These activities are generally undertaken as part of the school's public task in providing education.
Promotional Purposes
The school may seek additional consent for publication of images in:
· School prospectuses
· Newsletters
· School website
· Official school social media platforms
· Local media publications
Parents may withdraw consent at any time where consent is the lawful basis for processing.
Safeguarding Considerations
The school operates procedures to identify pupils for whom image restrictions apply and will take reasonable steps to ensure their images are not used inappropriately.
Schedule 3
Safeguarding Information Sharing
The welfare and safety of children is of paramount importance.
The school may collect, use and share information where necessary to:
· Protect children from harm
· Promote welfare
· Prevent abuse or neglect
· Fulfil safeguarding duties
· Support vulnerable pupils and families
Organisations We May Share Information With
Information may be shared with:
· Children's Social Care
· Liverpool City Council
· Police
· Health professionals
· School nursing services
· Educational psychologists
· Early Help services
· Multi-agency safeguarding partners
Legal Basis
Where safeguarding concerns exist, information may be shared without consent when there is a lawful basis to do so and where legislation or statutory guidance permits or requires disclosure.
All decisions are made in accordance with:
· UK GDPR
· Data Protection Act 2018
· Keeping Children Safe in Education
· Working Together to Safeguard Children
Schedule 4
School Website and Cookies
The school's website collects limited technical information to ensure the site functions effectively and securely.
Information Collected
This may include:
· IP addresses
· Browser information
· Device information
· Dates and times of visits
· Pages viewed
Cookies
The website may use cookies to:
· Maintain website functionality
· Improve user experience
· Monitor website performance
· Collect anonymised usage statistics
Where required by law, consent will be obtained before non-essential cookies are placed on a user's device.
Users can manage cookie preferences through their browser settings.
Schedule 5
Staff Privacy Notice Summary
The school processes personal information relating to employees, workers and contractors.
Information Collected
This may include:
· Personal contact details
· Payroll information
· DBS information
· Qualifications
· Employment history
· Attendance and absence records
· Performance management records
· Pension information
· Occupational health information
Purposes
Information is processed to:
· Manage employment relationships
· Comply with employment law
· Administer payroll and pensions
· Safeguard pupils
· Monitor professional standards
· Meet statutory reporting requirements
A full Staff Privacy Notice is available separately from the school.
Schedule 6
Governors, Volunteers and Committee Members
The school processes personal information relating to governors, associate members and volunteers.
Information Collected
This may include:
· Name and contact information
· Governance information
· DBS information where applicable
· Training records
· Attendance records
· Register of interests declarations
Purposes
Information is processed to:
· Fulfil governance responsibilities
· Meet legal and statutory duties
· Manage safeguarding requirements
· Maintain governance records
· Meet Department for Education reporting requirements
Certain governor information is published on the school's website where required by legislation.
Schedule 7
Data Subject Rights
Individuals whose information is processed by the school have the right to:
· Be informed about how their data is used
· Access their personal information
· Correct inaccurate information
· Restrict processing in certain circumstances
· Object to processing where appropriate
· Request deletion where permitted by law
· Lodge a complaint with the Information Commissioner's Office (ICO)
The school will respond to requests in accordance with statutory timescales and legal requirements.
The school maintains a Register of Data Processors which contains details of all third-party organisations that process personal data on behalf of the school. This register is reviewed regularly and is available on request.
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