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ACCEPTABLE USE POLICY (AUP)
1. Purpose
This policy applies to staff, governors, volunteers, contractors, pupils and parents/carers and covers the safe use of school technology, systems and information.
2. Principles
All users must use technology safely, legally, respectfully and in accordance with safeguarding and data protection requirements.
3. Safeguarding
Any online safety concern must be reported immediately to the DSL, Deputy DSL or Headteacher.
4. Filtering and Monitoring
The school operates filtering and monitoring systems and network activity may be logged and reviewed.
5. Use of School Equipment
Users must protect devices, keep accounts secure and must not install unauthorised software or access another user account.
6. Passwords and Security
Strong passwords, MFA where available and secure handling of devices and data are required.
7. Email and Communication
School business should be conducted through approved school systems using professional standards.
8. Microsoft 365, SharePoint and OneDrive
School data must be stored and shared through approved secure systems.
9. Artificial Intelligence
Staff may use approved AI tools but must never upload identifiable pupil, safeguarding, HR or medical information into public AI systems.
10. Social Media
Professional boundaries must be maintained at all times. Staff must not communicate with pupils through personal accounts.
11. Photography and Video
Images of pupils must only be captured using approved school equipment and in accordance with consent arrangements.
12. Mobile Phones
Personal devices must not be used to photograph pupils or communicate with pupils.
13. Internet Use
Users must not access inappropriate, illegal or harmful content.
14. Data Protection
All users must comply with UK GDPR and report any suspected data breach immediately.
15. Remote Working
Confidential information must remain secure when working away from school.
16. Cyber Security
Users must remain vigilant to phishing, malware and cyber threats.
17. Breaches
Breaches may result in withdrawal of access, disciplinary action or referral to external agencies.
18. Review
This policy will be reviewed annually by governors.
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Staff Acceptable Use Statement
I understand that the use of school technology is a professional responsibility and I agree to uphold the highest standards of safeguarding, confidentiality, professionalism and online conduct.
I will:
✅ Use school devices, networks, email and Microsoft 365 systems professionally and appropriately.
✅ Protect confidential information and comply with UK GDPR and the Data Protection Act 2018.
✅ Use strong passwords and keep them secure.
✅ Report safeguarding concerns, cyber security incidents, data breaches or inappropriate content immediately.
✅ Use only approved applications and systems for school business.
✅ Use AI tools responsibly and professionally in accordance with school guidance.
✅ Maintain appropriate professional boundaries at all times.
✅ Ensure my social media accounts and online profiles are secured with appropriate privacy settings.
✅ Regularly review the privacy and security settings on my social media accounts.
✅ Act in a manner that upholds public confidence in the profession and the school.
I will not:
❌ Share passwords or use another person's account.
❌ Use personal email accounts for school business.
❌ Upload identifiable pupil, safeguarding, SEND, medical, parental or HR information into public AI systems.
❌ Use personal devices to photograph, film or record pupils.
❌ Communicate with pupils through personal email, text messages, messaging services or social media accounts.
❌ Wear or use smart glasses capable of recording images, audio or video whilst on school premises or engaged in school activities.
❌ Wear or use smart watches with camera functionality whilst working with or supervising pupils.
❌ Make audio or video recordings of pupils, parents or colleagues using personal devices.
❌ Access, store or distribute offensive, illegal or inappropriate material.
❌ Publish, share, like, repost or endorse content that may bring the school, its staff, pupils, families or governing body into disrepute.
❌ Operate public-facing social media accounts containing content that could reasonably call into question my professional judgement, integrity, suitability to work with children, or ability to uphold the reputation of the school.
❌ Post content that could undermine public confidence in the school's professionalism, safeguarding culture or educational standards.
❌ Identify, discuss or make reference to pupils, parents, colleagues or school matters on social media.
❌ Accept friend requests, follows or connections from current pupils on personal social media accounts.
Declaration
I understand that my conduct online, whether during or outside working hours, may affect my professional reputation and the reputation of the school. I will ensure that all online activity is consistent with the standards expected of a member of staff working with children and young people.
I understand that school systems may be monitored and that breaches of this agreement may result in disciplinary action.
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Parent/Carer Acceptable Use Statement
To support a safe, respectful and positive school community, I agree to:
I will:
✅ Communicate with staff in a respectful manner.
✅ Use school communication systems appropriately.
✅ Support my child to use technology safely.
✅ Raise concerns through appropriate school procedures.
✅ Respect the privacy of other children, families and staff.
✅ Follow school expectations regarding the use of mobile devices and social media.
I will not:
❌ Publish photographs, videos or personal information about other pupils without permission.
❌ Use social media to make abusive, threatening, defamatory or offensive comments about pupils, families, staff or the school.
❌ Share confidential school communications publicly.
❌ Contact staff through personal social media accounts.
❌ Encourage my child to misuse technology or bypass school safety measures.

Use of Mobile Devices and Recording
To safeguard children, staff and visitors:
❌ Mobile phones must not be used within school buildings unless expressly authorised by a member of staff.
❌ Smart watches with camera functionality must not be used within school buildings.
❌ Smart glasses, wearable cameras or recording devices are not permitted on school premises.
❌ Parents/carers may be asked to remove, switch off or securely store such devices whilst on site.
❌ Audio recording, video recording or photography of meetings, conversations, telephone calls or discussions with staff is strictly prohibited unless expressly authorised in advance by the Headteacher.
❌ Parents/carers must not record pupils, staff members, governors, visitors or other families whilst on school premises.
❌ Covert recording of meetings or conversations is strictly prohibited. I understand that unauthorised recording may result in a meeting being terminated, an individual being asked to leave the premises and further restrictions being placed on access to the school site where appropriate.
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EYFS/ KS1 Pupil Acceptable Use Statement
I promise that I will:
✅ Use computers, iPads and the internet carefully.
✅ Ask an adult if I am unsure.
✅ Tell a teacher straight away if I see something that worries me.
✅ Be kind and respectful to others online.
✅ Use only my own login.
✅ Take care of school equipment.
✅ Follow my teacher's instructions when using technology.
I will not:
❌ Share my password.
❌ Use someone else's account.
❌ Be unkind to others.
❌ Try to visit websites that I am not allowed to use.
❌ Use a mobile phone, smart watch or camera during the school day.
❌ Take photographs or videos unless a teacher says I can.
Remember
STOP - CLOSE - TELL
If I see something that makes me uncomfortable, I will stop, close the screen and tell an adult.
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KS2 Pupil Acceptable Use Statement
I agree to:
✅ Use technology safely, responsibly and respectfully.
✅ Use only my own login and keep my password private.
✅ Tell a trusted adult if anything online worries me.
✅ Treat others with kindness online.
✅ Follow my teacher's instructions when using technology.
✅ Respect school equipment and devices.
✅ Think carefully before posting, sharing or commenting online.
✅ Help create a safe online environment for everyone.
I will not:
❌ Access inappropriate websites or content.
❌ Share personal information about myself or others.
❌ Use another person's account.
❌ Send unkind or offensive messages.
❌ Attempt to bypass school internet filtering or monitoring systems.
❌ Record, photograph or film others without permission.
❌ Use mobile phones, smart watches, cameras or other recording devices during the school day unless specifically authorised by a member of staff.
❌ Share images, videos or information about school, pupils or staff online.
I understand:
· My internet use may be monitored.
· School technology is provided to support my learning.
· Mobile phones and other smart devices must follow school rules.
· There may be consequences if I break these rules.
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